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DETAILED ACTION 
Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

Claims 1-42 , are rejected under 35 U.S.C. 102(e) as being anticipated by 
Mohammed et al U.S. patent Application Publication No. 2003/0028488 A1 . 



1 . As per claim 1 and 10 , Mohammed et al discloses a method comprising: 
forming a request by a client to access encrypted content, wherein: 
the request includes a persistent license for communication to a licensing server 

(see figs. 5 and 13; 0017; 0155; 0156); and 

the persistent license includes a key that is encrypted such that the key is not 

accessible by the client (0016; 0017); and 

receiving a license in response to the request, wherein the received license 

includes the key that is: 

accessible by the client (0016); and 
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for accessing the encrypted content (0016; 0017; 0018). 

2. As per claim 2 , Mohammed et al further discloses a method, further comprising: 
forming an initial request for: 

communication to the licensing server (fig. 1 and 5; 0135; 0137); and 
storing encrypted content by the client (01 16); 

receiving the persistent license at the client in response to the initial request (fig. 
1,5, 6, 7 and 13; 0135); and 

storing the encrypted content and the persistent license by the client (see figs. 1, 
5 and 14; 0185). 

3. As per claim 3 , Mohammed et al further discloses a method, further comprising: 
forming an initial request by another client for: 

communication to the licensing server (fig. 1 and 5; 0135; 0137); and 
storing encrypted content by the other client (01 16); 

receiving the persistent license at the other client in response to the initial 
request (fig. 1, 5, 6, 7 and 13; 0135); 

storing the encrypted content and the persistent license by the other client (see 
figs. 1, 5 and 14; 0185; 0130); and 

obtaining the persistent license by the client from the other client (fig. 6). 



4. As per claim 4 , Mohammed et al further discloses a method, wherein the 
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received license is a boundary license and the key is a boundary key, and further 
comprising: 

decrypting a session license utilizing a client key to obtain a session key (see 
figs. 6 and 8; 0013; 0050; 0055; 0118; 0121); 

decrypting the boundary license utilizing the session key to obtain the boundary 
key (see figs. 6 and 8; 0013; 0050; 0055; 01 18; 0121); 

decrypting a content license utilizing the boundary key to obtain a content key 
(0050; 0055; 0118; 0121); 

and decrypting the encrypted content utilizing the content key (figs. 5 and 10). 

5. As per claim 5 , Mohammed et al further discloses a method, wherein: 

the session license includes access rules for the client for a session initiated 

between the client and the licensing server (0002; 0009); 

the boundary license includes access rules for the client for the encrypted 

content that is within a rights boundary in the encrypted content (0050); and 

the content license includes access rules for the client for the encrypted content 

(0050). 



6. As per claim 6 , Mohammed et al further discloses a method, wherein: 

the persistent license was encrypted using an asymmetric encryption algorithm 
(0079); and 
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the encrypted content, the boundary license, and the content license were 
encrypted using respective symmetric encryption algorithms (0050). 

7. As per claim 7 , Mohammed et al further discloses a method, further comprising: 
decrypting a session license utilizing a client key to obtain a session key, wherein 

the session license includes access rules for a session initiated between the client and 

the licensing server (fig. 13; 0002; 0009; 0010); 

decrypting the received license utilizing the session key to obtain a decrypted 

boundary license, wherein: the received license is an encrypted boundary license and 

the key within the boundary license is a boundary key (see figs. 6 and 8; 0013; 0050; 

0055; 0118; 0121); and 

the boundary license includes access rules for content within a rights boundary in 

the encrypted content that is at least one of a television program and a television 

channel (0105); 

decrypting a content license utilizing the boundary key to obtain a content key, 
wherein the content license includes access rules for the encrypted content (0050; 
0055; 0118; 0121); and 

decrypting the encrypted content utilizing the content key, wherein the encrypted 
content includes at least a portion of a television broadcast (0050; 0055; 0118; 0121; 
0105). 



8. 



As per claim 8 , Mohammed et al further discloses a method, wherein the key is 
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for decrypting the encrypted content (0050; 0079). 

9. As per claim 9 . Mohammed et al further discloses a method, wherein the 
encrypted content is streamed to the client (0070; 0072). 

11. As per claim 11 and 16 , Mohammed et al discloses a method comprising: 

forming a request by a client for communication to a licensing server, wherein the 
request is for storing encrypted content by the client (see figs. 1 , 5 and 14; 0185; 0018; 
0121; 0113; 0116); 

receiving a persistent license at the client in response to the request, wherein: 
the persistent license includes a key that is encrypted (0050; 0055; 0118; 0121); 

the key, when decrypted, provides access to the encrypted content (0128); 

the key is configured to be decrypted by the licensing server (0012; 0018; 0105; 
0325; 0326); and 

the client is not configured to decrypt the key from the persistent license (0016; 
0017); and 

storing the persistent license and the encrypted content by the client (see fig. 7 
and 14; 0118; 0121). 



12. As per claim 12 . Mohammed et al further discloses a method, further comprising: 
forming a subsequent request by the client to access the stored content, wherein 
the subsequent request: 
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is for communication to the licensing server (see fig. 5; 0017; 0096; 0146; 0155; 
0156); and 

includes the persistent license (see fig. 5; 0017; 0096; 0146; 0155; 0156); and 
receiving a second license at the client in response to the subsequent request, 
wherein: 

the second license includes the key (0050; 0152; 0156); and 
the second license is configured to be decrypted by the client such that the client 
obtains access to the key (0050; 0152; 0156). 

13. As per claim 13 , Mohammed et al further discloses a method, further comprising: 
forming a subsequent request by another client to access the stored content, 

wherein the subsequent request: 

is for communication to the licensing server (figs. 5, 6 7, and 13); and 
includes the persistent license (see fig. 5; 0017; 0096; 0146; 0155; 0156); and 
receiving a second license at the other client in response to the subsequent 

request, wherein: 

the second license includes the key (0017; 0096; 0146; 0155; 0156); and 
the second license is configured to be decrypted by the other client such that the 
other client obtains access to the key (see fig. 5; 0017; 0096; 0146; 0155; 0156). 



14. As per claim 14 , Mohammed et al further discloses a method, wherein the 
encrypted content is streamed to the client (0070; 0072). 
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15. As per claim 15 , Mohammed et al further discloses a method, wherein the 
license includes a certificate for verifying the licensing server by the client (0168; 0169; 
0177; 0201). 

17. As per claim 17 and 22 , Mohammed et al further discloses a method comprising: 

forming a first request for communication to a licensing server, wherein the first 
request is for storing encrypted content (see figs. 1, 5 and 14; 0185; 0018; 0121; 0113; 
0116; 0155; 0156); 

receiving a persistent license in response to the request, wherein the persistent 
license includes a boundary key (0050; 0055; 0118; 0121); 

storing the persistent license and the content (see figs. 1, 5 and 14; 0185; 0130); 

forming a second request to access the encrypted content, wherein the second 
request includes the persistent license (see figs. 1, 5 and 14; 0185; 0018; 0121; 0113; 
0116; 0155; 0156); 

sending the second request to the licensing server (fig. 1); 

receiving a boundary license in response to the second request, wherein the 
boundary license includes the boundary key (0013; 0050; 0055; 0118; 0121); 

decrypting the boundary license using a session key to obtain the boundary key 
(see figs. 6 and 8; 0013; 0050; 0055; 0118; 0121); 

decrypting a content license using the boundary key to obtain a content key (see 
figs. 6 and 10; 0013; 0050; 0055; 0118; 0121); and 
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decrypting the encrypted content using the content key (figs. 5 and 10). 

18. As per claim 18 . Mohammed et al further discloses a method, wherein the 
forming of: the first request is performed by a first client (fig. 1); and the second request 
is performed by a second client (fig. 1). 

19. As per claim 19 , Mohammed et al further discloses a method, wherein the first 
and second requests are formed by a client (fig. 1). 

20. As per claim 20 , Mohammed et al further discloses a method, further comprising 
at least one of decoding the decrypted content and outputting the decoded content (see 
fig. 5). 

21 . As per claim 21 . Mohammed et al further discloses a method, wherein: the 
persistent license was encrypted using an asymmetric encryption algorithm (0079); and 
the content, the boundary license, and the content license were encrypted using 
respective symmetric encryption algorithms (0050). 

23. As per claim 23 , Mohammed et al further discloses a client comprising: 
a processor (fig. 12); and 
memory configured to maintain: 

a persistent license including a key that is encrypted (fig. 4); and 
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a playback application that is executable on the processor to: 
form a request to access encrypted content, wherein the request: 
is for communication to a licensing server (fig. 13); and 
includes the persistent license (fig. 4; 0276); 
receive a response to the request that includes the key (0276); and 
access the encrypted content utilizing the key (fig. 3; 0016; 0276). 

24. As per claim 24 , Mohammed et al further discloses a client, wherein the key is 
for decrypting the encrypted content (fig. 10; 0151). 

25. As per claim 25 , Mohammed et al further discloses a client, wherein: 
the memory is further configured to maintain a content license (fig. 4); 

the key included in the persistent license is for decrypting the content license (fig. 

D; 

the content license includes a content key (fig. 1); and 

the content key is for decrypting the encrypted content (figs. 1 and 10). 

26. As per claim 26 , Mohammed et al further discloses a client, wherein: 
the memory is further configured to maintain a content license (fig. 4); 

the key included in the persistent license is for decrypting the content license (fig. 
1;0096); 

the content license includes a content key (fig. 1 and 3; 0100); 
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the content key is for decrypting the encrypted content (figs. 1 and 10; 0100); and 
the playback application is executable to: 

decrypt the content license using the key to obtain the content key (fig. 5 and 14; 
0128); and 

decrypt the content using the content key (figs. 1 and 10; 0100; 0128). 

27. As per claim 27 , Mohammed et al further discloses a client, wherein: 

the memory is further configured to maintain a session license, a content license, 
and a client key (fig. 4); 

the client key is for decrypting the session license (fig. 1 and 3; 0100); 

the session license includes a session key for decrypting the response (0100); 

the response is a boundary license (see figs. 6 and 10; 0013; 0050; 0055; 0118; 

0121); 

the key included in the response is a boundary key for decrypting the content 
license (see figs. 6 and 10; 0013; 0050; 0055; 0118; 0121); 

the content license includes a content key (figs. 1 and 10; 0100; 0128); and 
the content key is for decrypting the encrypted content (figs. 1 and 10; 0100; 

0128). 



28. As per claim 28 , Mohammed et al further discloses a client, wherein: 

the memory is further configured to maintain a session license, a content license, 
and a client key (see fig. 1 and 4); 
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the client key is for decrypting the session license (01 00); 

the session license includes a session key for decrypting the response (0100); 

the response is a boundary license (see figs. 6 and 10; 0013; 0050; 0055; 01 18; 

0121); 

the key included in the response is a boundary key for decrypting the content 
license (see figs. 6 and 10; 0013; 0050; 0055; 0118; 0121); 

the content license includes a content key (fig. 1 and 3; 0100); 

the content key is for decrypting the encrypted content (fig. 1 and 3; 0100); and 

the playback application is executable to: 

decrypt the session license using the client key to obtain the session key (0013; 
0050; 0055; 0118; 0121); 

decrypt the boundary license using the session key to obtain the boundary key 
(see figs. 6 and 10; 0013; 0050; 0055; 0118; 0121); 

decrypt the content license using the boundary key to obtain the content key (see 
figs. 6 and 10; 0013; 0050; 0055; 0118; 0121); and 

decrypt the content using the content key (figs. 1 and 10; 0100; 0128). 

29. As per claim 29 , Mohammed et al further discloses a client, wherein the 
playback application is further executable to: 
form an initial request for: 

communication to the licensing server (see figs. 6 and 13; 0017; 0155; 0156); 

and 
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storing encrypted content by the playback application (fig. 4 and 14); 

receive the persistent license in response to the initial request (see figs. 5, 6 and 
7; 0050; 0055; 01 18; 0121); and 

store the encrypted content and the persistent license (see figs. 1, 5 and 14; 
0185;0130). 

30. As per claim 30 , Mohammed et al further discloses a client, wherein the 
playback application is further executable to form a request to obtain the encrypted 
content from another client (see figs. 4, 5 and 14). 

31 . As per claim 31 , Mohammed et al further discloses a client, further comprising a 
tuner configured to receive the encrypted content when streamed over a network (0070; 
0072). 

32. As per claim 32 , Mohammed et al further discloses a client, wherein the license 
includes a certificate for verifying the licensing server (see fig. 10; 0168; 0169; 0177; 
0201). 

33. As per claim 33 , Mohammed et al further discloses a system comprising: 
a network (fig. 1 and 13); 

a client including: 

a persistent license having a key that is encrypted (fig. 1 and 4; 0016; 0017); and 
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a playback application that is executable to: 

form a request to access encrypted content, wherein the request includes the 
persistent license (see figs. 4, 5, 6 7 and 13); 

receive a response to the request that includes the key (see figs. 4,5,6 7 and 
13; 0016); and 

access the encrypted content utilizing the key (0050; 0055; 0118; 0121); and 

a licensing server including a licensing module that is executable to: 

receive the request including the persistent license (0276); 

decrypt the persistent license to obtain the key (see figs. 6 and 10; 0013; 0050; 
0055; 0118; 0121); and 

form the response that includes the key for communication to the client over the 
network (see figs. 6, 7 and 13; 0010). 

34. As per claim 34 , Mohammed et al further discloses a system, wherein: 
the client includes a content license (fig. 4); 

the key included in the persistent license is for decrypting the content license 
(see figs. 6 and 10; 0013; 0050; 0055; 0118; 0121); 

the content license includes a content key (figs. 1 and 10; 0100; 0128); and 
the content key is for decrypting the encrypted content (fig. 1 and 3; 0100). 



35. 



As per claim 35 , Mohammed et al further discloses a system, wherein: 
the client includes a content license (fig. 4, and 7); 
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the key included in the persistent license is for decrypting the content license (fig. 
1 and 3; 0100); 

the content license includes a content key (figs. 1 and 10; 0100; 0128); 

the content key is for decrypting the encrypted content (fig. 1 and 3; 0100); and 

the playback application is executable to: 

decrypt the content license utilizing the key to obtain the content key (see figs. 6 
and 10; 0013; 0050; 0055; 0118; 0121); and 

decrypt the content utilizing the content key (fig. 1 and 3; 0100). 

36. As per claim 36 , Mohammed et al further discloses a system, wherein: 

the client includes a session license, a content license, and a client key (see figs. 
1 and 4); 

the client key is for decrypting the session license (0100); 

the session license includes a session key for decrypting the response (0100); 

the response is a boundary license (see figs. 6 and 10; 0013; 0050; 0055; 0118; 

0121); 

the key included in the response is a boundary key for decrypting the content 
license (see figs. 6 and 10; 0013; 0050; 0055; 0118; 0121); 

the content license includes a content key (figs. 1 and 10; 0100; 0128); and 
the content key is for decrypting the encrypted content (fig. 1 and 3; 0100). 



37. 



As per claim 37 , Mohammed et al further discloses a system, wherein: 



Application/Control Number: 10/782,678 Page 16 

Art Unit: 3621 

the client includes a session license, a content license, and a client key; the client 
key is for decrypting the session license (see figs. 1 and 4); 

the session license includes a session key for decrypting the response (0100); 
the response is a boundary license (); 

the key included in the response is a boundary key for decrypting the content 
license (see figs. 6 and 10; 0013; 0050; 0055; 0118; 0121); 

the content license includes a content key (figs. 1 and 10; 0100; 0128); 

the content key is for decrypting the encrypted content (fig. 1 and 3; 0100); and 

the playback application is executable to: 

decrypt the session license utilizing the client key to obtain the boundary key 
(see figs. 6 and 10; 0013; 0050; 0055; 0118; 0121); 

decrypt the boundary license utilizing the session key to obtain the boundary key 
(see figs. 6 and 10; 0013; 0050; 0055; 0118; 0121); 

decrypt the content license utilizing the boundary key to obtain the content key 
(see figs. 6 and 10; 0013; 0050; 0055; 0118; 0121); 

decrypt the content utilizing the content key (fig. 1 and 3; 0100); and 

play the decrypted content (fig 5). 

38. As per claim 38 , Mohammed et al further discloses a system, wherein the key is 
for decrypting the encrypted content (0050; 0079). 



39. As per claim 39 , Mohammed et al further discloses a system, wherein the 



Application/Control Number: 10/782,678 Page 17 

Art Unit: 3621 

persistent license is encrypted with an asymmetric encryption algorithm and the server 
includes a server private key for decrypting the persistent license (0050; 0079). 

40. As per claim 40 . Mohammed et al further discloses a system, wherein the 
playback application is further executable to: form an initial request for: 

communication to the licensing server (figs. 13); and 

storing encrypted content by the playback application (see figs. 1, 5 and 14; 

0185); 

receive the persistent license in response to the initial request (see figs. 1, 5, 7, 
13 and 14; 0185); and 

store the encrypted content and the persistent license (see figs. 1, 5 and 14; 

0185). 

41 . As per claim 41 , Mohammed et al further discloses a system, wherein the 
playback application is further executable to form a request to obtain the encrypted 
content from another client (fig. 6). 



42. As per claim 42 , Mohammed et al further discloses a system, wherein the 
encrypted content is streamed to the client over the network (0010; 0070; 0072). 



Application/Control Number: 10/782,678 Page 18 

Art Unit: 3621 

Conclusion 



The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. The reference cited to Hurtado U.S. Patent 6,983,371 is a 
document considered relevant to the claimed invention. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Charles C. Agwumezie whose number is (571) 272- 
6838. The examiner can normally be reached on Monday - Friday 8:00 am - 5:00 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, James Trammell can be reached on (571) 272 - 6712. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov . Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll free). 

Any response to this action should be mailed to: 

Commissioner of Patents and Trademarks 
Washington D.C. 20231 

Or faxed to: 

(571) 273-8300. [Official communications; including After Final communications labeled 
"Box AF"]. 
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(571) 273-8300. [Informal/Draft communications, labeled "PROPOSED" or "DRAFT"]. 

Hand delivered responses should be brought to the United States Patent and 
Trademark Office Customer Service Window: 

Randolph Building, 
401 Dulany Street 
Alexandria VA. 22314 



Charlie Lion Agwumezie 
Patent Examiner 
Art Unit 3621 
March 2, 2006 




